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How to use this template.  Text in square brackets must be replaced. Delete any clause that does not apply to your organisation, and add clauses where your circumstances require them. This is a drafting aid, not legal advice, and it is not tailored to your organisation. Legal and regulatory positions change; confirm the current position before you rely on any statement here.
1. Purpose
[Organisation name] uses artificial intelligence ("AI") systems to support its operations, products and services. This policy sets out how the organisation governs those systems so that they are used lawfully, safely, and in a way that can be explained and defended to customers, regulators, insurers and counterparties.
This policy is the parent document for the AI control framework. It sits above the operational procedures listed in section 10 and should be read alongside them.
2. Scope
This policy applies to any system, tool, model, feature or service that uses machine learning or other AI techniques to generate outputs, predictions, recommendations, content, classifications or decisions, where that system is:
1. built or trained by the organisation;
1. procured from, or accessed through, a third party (including AI features embedded within wider software the organisation already licenses);
1. accessed by staff through a public interface, whether or not the organisation pays for it; or
1. supplied by the organisation to its own customers, whether as a standalone product or as a component.
Drafting note: the third limb is the one most organisations omit and most auditors ask about. Shadow AI use by staff is in scope whether or not the organisation has authorised it.
This policy does not apply to conventional rules-based automation that produces deterministic outputs from fixed logic, unless that automation forms part of a wider AI system.
3. Principles
The organisation commits to the following principles in every use of AI. Each principle is supported by at least one operational control.
	Principle
	What it means in practice
	Primary control

	Accountability
	A named human owner is recorded for every AI system. Ownership is not delegated to a vendor.
	AI System Inventory (AI-GOV-03)

	Lawfulness
	Each system is assessed against applicable law before deployment and on material change.
	Role and Applicability Assessment (AI-GOV-05)

	Proportionate risk control
	Controls are scaled to the severity and likelihood of harm, not applied uniformly.
	AI Risk Assessment (AI-GOV-04)

	Human oversight
	A competent person can understand, question and override consequential outputs.
	Human Oversight Procedure (AI-GOV-11)

	Transparency
	People are told when they are interacting with AI or receiving AI-generated content.
	Transparency Notice Pack (AI-GOV-06)

	Data protection
	Personal data used in AI systems has a lawful basis and a completed impact assessment where required.
	DPIA Addendum (AI-GOV-07)

	Security and resilience
	AI systems are treated as part of the attack surface, including prompt injection and data exfiltration.
	AI Incident Response (AI-GOV-10)

	Competence
	Staff who operate or oversee AI systems are trained for that role.
	Training and Competency Record (AI-GOV-12)



4. Governance structure and accountability
	Role
	Held by
	Responsibilities

	Accountable Executive
	[Named director]
	Owns this policy at board level. Approves the risk appetite. Approves deployment of systems classified High risk.

	AI Governance Lead
	[Name / job title]
	Maintains the inventory and this framework. Coordinates assessments. Reports to the Accountable Executive at least quarterly.

	System Owner
	Per entry in the inventory
	Accountable for one named AI system: its purpose, its risk assessment, its oversight arrangements and its retirement.

	Data Protection Officer / lead
	[Name or "not appointed"]
	Advises on DPIAs, lawful basis, data subject rights and transfers. Consulted before any deployment processing personal data.

	Information Security lead
	[Name]
	Assesses AI-specific security risk. Owns the technical controls in section 7.

	All staff
	—
	Comply with the Acceptable Use Policy. Report concerns and incidents. Do not introduce AI tools outside the approval route in section 5.



Where two roles are held by the same person, that must be recorded and the Accountable Executive must be satisfied that the resulting lack of separation is acceptable and documented.
5. Approval route for new AI systems
No AI system may be deployed, procured or used in a business process until the following steps are complete. Steps 2 to 5 may run in parallel.
1. Request. The proposing manager submits the intended purpose, users, data involved, and expected benefit to the AI Governance Lead.
1. Inventory entry. The system is entered in the AI System Inventory with a provisional risk class.
1. Role and applicability assessment. The organisation’s regulatory role for that system is determined and recorded.
1. Risk assessment. Completed to the depth required by the provisional risk class. Mitigations are agreed and assigned owners.
1. Data protection review. Screening questions completed; a DPIA is carried out where the threshold is met.
1. Vendor due diligence. Completed for any third-party system, using the standard questionnaire.
1. Decision. Approved, approved with conditions, or refused. Recorded with the name of the approver and the date.
1. Post-deployment review. At [30] days and then at the frequency set by risk class.
Drafting note: keep this route short enough that staff use it. A route that takes six weeks guarantees shadow AI, which is a worse risk than the one the route was designed to control.
6. Risk classification
Every AI system is assigned one of the following internal classifications. This is an internal management scale; it is distinct from, and does not substitute for, any statutory classification determined under AI-GOV-05.
	Class
	Test
	Minimum requirements

	Prohibited
	Use falls within a legally prohibited practice, or within a use the organisation has decided not to pursue.
	Not permitted. Any existing instance is withdrawn immediately.

	High
	Output materially affects an individual’s rights, access to a service, employment, credit, safety or legal position.
	Full risk assessment; documented human oversight with authority to override; DPIA; logging retained [12] months; approval by the Accountable Executive; review every [6] months.

	Medium
	Output informs a business decision or is customer-facing, but a human materially reviews it before it takes effect.
	Standard risk assessment; named reviewer; transparency notice where applicable; review every [12] months.

	Low
	Internal productivity use with no personal data of others, no confidential input, and no external publication without review.
	Inventory entry; compliance with the Acceptable Use Policy; annual confirmation.



7. Minimum controls
1. Data. No confidential, personal or client-privileged data is entered into any AI system that has not been approved for that data category. Approved categories are recorded per system in the inventory.
1. Training on inputs. Where a vendor may use organisation inputs to train its models, that must be disabled, or expressly approved and recorded with the reason.
1. Access. Access to AI systems is provisioned by role and reviewed at least [annually]; leavers are removed within [24 hours].
1. Logging. For systems classed High or Medium, inputs, outputs and the identity of the operator are logged and retained for [12] months.
1. Output verification. AI output is not treated as verified fact. Anything published, sent externally, filed, or relied on in a decision must be checked by a competent person.
1. Change control. A material change to purpose, model version, training data or user population triggers a fresh assessment.
1. Third-party dependence. For systems classed High, a fallback process exists that allows the business function to continue if the AI system is unavailable or withdrawn.
8. Prohibited uses
The following are prohibited across the organisation regardless of risk class, business case or client request:
1. inferring emotions of staff in the workplace, or of students in education, from biometric data;
1. biometric categorisation intended to infer race, political opinions, trade union membership, religious belief, sex life or sexual orientation;
1. social scoring of individuals leading to detrimental treatment unrelated to the original context;
1. untargeted scraping of facial images to build or expand a facial recognition database;
1. generating sexual content involving, or apparently involving, children, or non-consensual intimate imagery of any person;
1. using AI to produce material that impersonates a real person without their documented consent;
1. presenting AI output as human-authored where a person would reasonably expect human authorship;
1. [add any organisation-specific exclusions, for example fully automated hiring rejections, or automated pricing of individual customers].
9. Breach of this policy
Breach may result in withdrawal of access, disciplinary action up to and including dismissal, and in the case of contractors termination of engagement. Staff who report their own error promptly and in good faith will not be penalised for the error itself; concealment will be treated as the more serious matter.
10. Supporting documents
1. …
1. …
11. Review
This policy is reviewed at least every 12 months, and additionally on: a change in applicable law or regulator guidance; a High-class deployment; a serious incident; or a material change to the organisation’s AI estate.
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